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How many of you 
are using 

Generative AI 
everyday? 
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How many of you 
have deployed 

Generative AI into 
production? 
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37%
of your users are already 
utilizing GenAI every day

Source:
Customer Identity Trends Report, 2025

Capgemini Research: Generative AI in organizations 2024
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82%
of organizations plan to 

integrate AI agents within 
the next 3 years.

The AI era is here
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AI is scaling faster than ever

2001
Neural language models

2008
Multi-task Learning

2013
Neural Networks for NLP

2014
Sequence-to-Sequence 
models

2015
Memory-based networks

2017
Transformer based 
language models

2018
Consumer facing 
Conversational Al

2022
Generative
Image/Video

2023+
CAI becomes 
de-facto human-
computer interface

BEYOND
Multi-modal and multi-task 
models come closer to AGI

2023
LLMs/Generative Al 
human-like conversation

Source

https://static.liveperson.com/static-assets/2023/04/14142152/generative-ai-blog-visual-1_2x.jpg
https://static.liveperson.com/static-assets/2023/04/14142152/generative-ai-blog-visual-1_2x.jpg
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How are AI Agents 
changing the way 
we work? 

English, and all other 
Human Languages are now 
programming languages.

CoPilot by Microsoft

OpenAI

They aren’t just 
chat bots anymore.

OpenAI

Eliminate repetitive tasks 
across multiple applications, 
even with APIs.

OpenAI

Run autonomously, with little 
to no user interaction, to wait 
and work while you are away.

Anthropic

Coordinate multi-step flows 
with memory and context to 
complete tasks across tools
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Interact with People Perform tasks 

Can handle unstructured 
input in any format

Can utilize and derive 
contextual information

Can explain concepts in 
human language

Call APIs, and User 
Computer Tools

Recover from Errors and 
try alternatives

Does not require human 
supervision

Two new sides of AI

GenAI 
Agents
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The S in AI stands for 
security.
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THERE ARE GAPS

What about
Security?
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Addressing GenAI misconceptions

Prompt engineering can reduce risk but 
cannot enforce policy. Policies, authorization, 
rate-limiting, and filtering must occur in code 
you control, outside the model.

LLMs always operate safely 
with the right prompt
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Addressing GenAI misconceptions
The AI just knows who the 

user is

Without login, anyone can pretend to be 
anyone. No identity = no personalization or 
access control.

Access control performed 
before agent starts tasks

Agents discover new information, and request 
access to additional resources dynamically. 
This cannot be calculated ahead of time.

API keys were built for apps, not agents. They 
carry no per-user context or fine-grained 
permissions. Giving an agent access to every 
user data, with no policy guard-rails.

Agents can use API keys

Consent must be explicit, verifiable, and 
logged, especially for sensitive actions and 
regulated industries.

User approval is implicit 
“yes”  =  consent

Prompt engineering can reduce risk but 
cannot enforce policy. Policies, authorization, 
rate-limiting, and filtering must occur in code 
you control, outside the model.

LLMs always operate safely 
with the right prompt

LLMs can prompt user for 
credentials

Models should never be given secrets in text, 
they do not have means of separating data 
from credentials and secrets.
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AI introduces huge security risks

Stale or 
over-provisioned 

permissions

Old roles or tokens can leave 
agents with powers nobody 
tracks.

Secrets & 
credential 

leakage

Keys and tokens can show up 
in prompts where attackers 
can steal them.
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How many of you 
believe your 

machine identity & 
secrets controls are 

perfect?
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AI introduces huge security risks

Unauthorized 
data access

Agents fetch data the user 
should never see.

Stale or 
over-provisioned 

permissions

Old roles or tokens can leave 
agents with powers nobody 
tracks.

Compliance & 
audit gaps

Actions are not tied back to a 
real user or logged consent, so 
audits fail.

Weak or 
coarse-grained 

authorization

One-size rules let any agent 
run sensitive actions.

Secrets & 
credential 

leakage

Keys and tokens can show up 
in prompts where attackers 
can steal them.

Privacy & 
data-leak 
exposure

Personal data leaves safe 
zones and can land in the 
wrong hands.
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Prompt 
Injection

Sensitive 
Information 
Disclosure

Supply Chain 
Attacks

Data and Model 
Poisoning

Improper 
Output 

Handling

Excessive 
Agency

System Prompt 
Leakage

Vector and 
Embedding 
Weaknesses

Misinformation

Unbounded 
Consumption

OWASP GenAI Security Project 
(Top 10 LLM)
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So… What are the 4 pillars?
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AI data access 
must consider

user permissions

AI operates
asynchronously

AI needs to
call APIs on 
users behalf

AI needs to
know who I am

employee@healthzero.com
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AI needs to
know who I am

employee@healthzero.com

                                              Authentication                  User Context  
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AI needs to
call APIs on 
users behalf

        Tokens              Tool Access
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Agents use Tools
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Social Login & Federated Identity
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IdP

IdP
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AI uses
async 
interactions

          Consent              User Approval
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Human in the loop
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AI data access 
must consider
user permissions

                            Fine-grained authorization               RAG
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Human

AI Agent Application

RAG Functions

RAG Retriever Vector DB

DATASTORES

FGA Store

Prompt

1

Response

5

Semantic 
Search

2

Load 
document 

chunks

3

4 Filtered 
docs

FGA for RAGFine Grained Authorisation for 
Retrival Augmented Generation
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AI data access 
must consider

user permissions

The Four Pillars of Agentic Security

AI uses
async interactions

AI needs to
call APIs on 
users behalf

AI needs to
know who I am

employee@healthzero.com

User Authentication Token Vault Async Authorization Fine-Grained Authorization
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But wait
there’s more!
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Agents use Tools

M
C

P
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Model Context Protocol (MCP)

ChatGPT Claude agent.ai

Search Calendar Email

Point-to-point integration
BEFORE

Standardized with MCP
AFTER

ChatGPT Claude agent.ai

Search Calendar Email

MCP protocol

© 2025 Okta, Inc. and/or its affiliates. All rights reserved. 

MCP servers need securing
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Early Access Q1 2026

User: 
Employee or End User

Agent:
Workforce internal, or 3rd-party

MCP Server:
Internal or External

APIs:
Internal or 3rd 
Party

Make your products AI-ready

Implement MCP securly with Auth for 
MCP— authenticate MCP client calls 
and grant AI agents least privileged 
API access on user’s behalf. 

Give AI agents more 
seamless and secure 
access to your products 
and internal apps. 
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How Auth for MCP works
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Questions?
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Thank you!
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Auth0 for AI Agents

What is it?
- Makes it easier for you to build your GenAI 

applications securely. 

- Suite of features that allows you to enable your AI 
agents to securely call APIs on behalf of your 
users, both interactively and asynchronously, by 
requesting for the right and least privileged 
access to users' sensitive information.

Why is it important?

- Maintain strong security: add AI to your 
applications while enhancing security, without 
adding friction 

- Stay ahead of the AI market: AI industry is 
quickly evolving. Rather than figuring out how to 
secure your AI applications, Auth0 can do it for 
you.

- Developer efficiency: Equip your developers with 
the best identity tooling so they can focus on 
building GenAI apps, not security. 

AUTH0
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Model Context 
Protocol
What is it?

A new standard, created by Anthropic, to provide a 
secure and standardized way for AI Agents to 
retrieve context – such as calendar events, emails, or 
documents – while respecting privacy and 
permissions. 

What are the risks?

If context isn’t properly gated by identity and 
authorization controls, agents could expose sensitive 
data or act inappropriately.

Auth0 for AI Agents can help!

By integrating fine-grained access and other identity 
controls into these context flows, there is stronger 
security with the right information being shared with 
the right agent for the task. 

 

AUTH0


